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Optimization of fast image encryption algorithm based on chaotic mapping

QIAO Jianping, DENG Lianwen, HE Jun, LIAO Congwei
(Hunan Key Laboratory for Super-microstructure and Ultrafast Process, School of Physics and Electronics, Central South Univer-

sity, Changsha 410083, China)

Abstract: In order to solve the rapid increase of the encryption time because of the increasing image size in the existing
image encryption algorithm, the optimized encryption algorithm based on logistic and Arnold mapping was used to achieve the
optimization of the fast image encryption algorithm. The algorithm was based on two kinds of chaotic maps to the original image,
pixel scrambling and gray value substitution. Pixel scrambling was to select the H adjacent pixels according to the image size,
appropriately adjust the H value and realize the encryption time optimization. Gray value substitution is to generate chaotic
sequences by Arnold mapping, operate the scrambling image and get the cipher image. The results show that, for 256 x 256 Lena

standard images, the encryption time is reduced to 0. 0817s. The algorithm has advantages of large key space and fast encryption
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speed, and can effectively resist the attack of exhaustive, statistical, and differential means.
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Fig. 1 Flowchart of the proposed algorithm
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Fig.2 Schematic diagram of conversion segmentation process
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Fig.3 The shifting process
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Fig.4 Encryption and decryption results
a—original image b—cipher image = c¢—decryption image d—the de-

cryption image by the wrong key with xo +10 ~'?
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Table 1 Information entropy of different images

Lena. tiff Baboon. tiff Peppers. tiff
original image 7.4451 7.3583 7.5937
cipher image 7.9973 7.9972 7.9973
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Fig.5 Histogram analysis

a—the original Lena image b—the encrypted image
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Table 2 Average value of NPCR and UACI in different encrypted images

Lena. tiff ~ Baboon. tiff ~ Peppers. tiff Airplane. tiff
Nxper 0.9962 0.9961 0.9960 0.9961
Uyact 0.3362 0.3349 0.3357 0.3351
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Fig.7  Correlation between adjacent pixels of the original and encrypted image

a—horizontal of original image

inal image f—diagonal direction of encrypted image

Table 3~ Comparison of the correlation coefficients between the algorithm
with the adjacent pixels and the other algorithms
direction Oir:ng;;:l zli)lz)(z:tsl‘:r(rll reference[ 17 ] reference[ 18 ]
horizontal 0.9456 0.0054 0.0096 0.0192
vertical 0.9717 -0.0028 0.0172 -0.0108
diagonal 0.9318 —-4.4027 x10~* -0.0128 0. 0056
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Fig.8 Test of image cropping attacks
a—encrypted Lena image by 0.39% data cut b—encrypted Lena image by
1.56% data cut

na image from Fig. 8b

c—decrypted Lena image from Fig. 8a d—decrypted Le-

Table 4  Comparison of the encryption time of different algorithms

) . time/s
image size

proposed reference[ 17 ] reference[ 19 |
128 x 128 0.0423 0.2593 0.1835
128 x256 0.0619 0.3271 0.2587
256 x256 0.0817 0. 6825 0.5256
512 x512 0.1380 0.8527 0.7813
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Fig.9 Encryption time of two kinds of image

a—256 x256 b—512 x512
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Table 5 Performance parameters for different [ values

l information entropy NPCR UACI vertical horizontal diagonal encryption speeds/s
2 7.9975 0.9962 0.3345 -0.0027 0.0050 8.9480 x 10 ~* 0.2979
3 7.9975 0.9960 0.3344 0.0021 0.0013 0.0045 0. 1964
4 7.9973 0.9965 0.3350 -0.9782 x 10 ~* 0. 0025 0.0026 0.1318
5 7.9973 0.9961 0.3342 -0.0048 -0.0023 -0.0027 0.1127
6 7.9968 0.9961 0.3351 0.0052 -9.5974 x10* 0.0042 0.0828
7 7.9973 0.9962 0.3362 -0.0028 0.0054 —-4.4027 x10 4 0.0817
8 7.9975 0.9962 0.3346 -0.0020 0.0037 1.3699 x 10 ~* 0.0832
9 7.9970 09961 0.3345 1.9570 x 10 ~* 0. 0088 0.0048 0.0843
10 7.9964 0.9961 0.3342 0.0013 0.0028 -0.0040 0.0896
11 7.9970 0.9962 0.3353 5.3722 x107* -0.0079 0.0046 0.1097
12 7.9972 0.9962 0.3355 -0.0044 -0.0010 8.4257 x10~* 0.1295
13 7.9972 0.9963 0.3353 -0.0025 6.8750 x10™*  -9.7786 x 10 ~* 0.1591
3 & B S Y AR DR PRSI 6 53125 , REAT 280k e B P 45 R

HE TR MBS A5 R BAL S K BE R AU S BAR
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