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Image compression-encryption algorithm combined
DCT transform with DNA operation

XU Guangxian, XU Shangiang , GUO Xiaojuan , HUA Yiyang
(School of Electronics and Information Engineering, Liaoning Technical University, Huludao 125105, China)

Abstract: In order to solve the problems of huge amount of data and slow transmission speed after image encryption, a new
image compression encryption algorithm combined discrete cosine transform (DCT) with deoxyribonucleic acid (DNA) operation
was presented. At first, the original image was compressed by means of DCT and encoded according to DNA sequence. Finally,
based on DNA operation, DNA addition operation was implemented to the original image by Chen chaotic system and an

encrypted image was obtained. Simulation results show that the algorithm not only improves the speed of image transmission and
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reduces the storage space, but also has good encryption effect and high security.

Key words: image processing; image compression encryption; discrete cosine transform; deoxyribonucleic acid addition

operation ; Chen chaotic system

51 &

H BRSO R 2 A RS 3
TR, HEEGEE m%ﬁﬁMﬁéﬁmﬁ~
T R e B TR B R AL S ST B
R, 56 4% 4 1L Hiee ) A 2, BRI, I’EM%
1 HE 45 5 4% e SE BRI R ATFIE 7 1) A 3405

B3 EUE N o A7 LA B R AL i, 1F 2 0F 5%
N BT PR A5 T 45 5 0 8 A B 00 R R AT TR
2008 4F: PENG % A" 42 Hh 3 TR 0 91 1) ) 45 1 1%
I, A B N R, 2011 4E GU 28 A
A2 LT IR M 9 P4 Contourlet Z5f fin s 3k , 42
A R R T I s AR BUER . 2012 4F

FLBIUH LT A R AN T AR A R R B )
i H (LJQ2012029)

VEE TR ARETE (1977-) 5, W4, 38, M58 T5 1)
o 0 2% 2 i AL B AR T

E-mail :5261009@ qq. com

Wk H 15 :2014-09-09 s e B & e H 191 :2014-10- 13

YANG 4 NV T — I T 2 GO 45 4 2 (et
partitioning in hierarchical trees, SPIHT) i E & 1% 5
P4 ORI T 125, BRI ORI, (EA% i i <48 0 2013
A LIN 45N R T — Rl T IR D R 2 o
Sk, BARIR S T AL hy R (H G e R B — P
= o

BT R BR, AR SR T B AR 9% A2 4 (dis-
crete cosine transform, DCT) JE45 & Chen JR7E 2250 & AL
K1Z )5, 1 A A% B8 4% R ( deoxyribonucleic acid,
DNA)J??'UJH 1253 R 45 4 R TR ol e o % R A
B ARSCP SR A% i BE R A TR)
AR R, ]IS 2 R PR 4500 8 8OR A5 21 B 5 4R s, 720
PRAUEEIGIN S 5 2 b m . U7 BSem o =B, AR
THE BG4 s Bk M, 78T A 95 25 F1 22 53
dr B, BA R A&

1 EigEmR

1.1 DCT Tk

DCT J&—FhSefo i A sz ek 5 . 7ES2 b,



396 H6H

BT DO At b5 DNA 28 AL 4 1 BRI 4 I 5 v 807

17 DCT A5 46 22 Hif , S8 EIM% 43 BY 8pixel x 8pixel ¥
Yo, fp— 1Bt 47 2 4 DCT A4, H 2 4 DCT 48
o L .

Flu.w) = pe(p)e(n) x
[ z::,) Z,Of(i,i)cos (2 +161),me05 (2 :61»“] (1)
SR () B EURRE MR AR 28, i 0 j 267 R
BER AB BR T 3 F () F77 DCT A5 B B 1 22 8,
o v T A A 3
2 4 DCT A5 Xl -

7 7

SGd) = 3 B elw)e() Fluw) x
2i + Dpw (2 +D)vw
cos 6 cos 6 (2)

Hp,
1
c(u) =c(v) =E,(M=V=0) (3)
c(u) =c(v) =1, (other)

X UG S, RZEEME 45t DCT A8 4 54
M) RBUEAEH B T 0, RN 5 X 2efa i 7 0 1Y
RBUE, 7EVK 52 R b6 UGB, AS 23 5% i [ 4% 1] 17 1) Joi
i, B, SR ] DCT 84 EUER R4 T .4 vl LA 77
S . 78 DCT FRZE Gt i 8 — s 2o B R
3 i, 8pixel x 8pixel PFEFT 4 o
1.2 &iRiE Chen R4t

HEIEDE Chen RE TR T ™ .

x = a(y-x)
j?z—xz+dx+cy—q (4)
z =xy — bz
qg=x+k
K,a,b,c,d Mk ZRGEMTER S, K a=36,b=
3,6=28,d=16 fll 0. 7<k<0.7 B}, R5 R IEHR
BIFH 4 MRWMT Y] SR 0 =36,b=3,c=
28,d =16 f1 k =0. 2, B &R 5 ) Lyapunov 38§ % A
Ay =1.552,1,=0.023,, =0, = —12.573"%)
1.3 DNA Z#5
1.3.1 4245 DNA %@ fe sl —/~ DNAUY 45
4 AR FEAAZ AT TR R 2 B, RO BR SIS (A) i iR

Table 1  Eight schemes for encoding and decoding map rule of DNA se-

quence
rule 1 2 3 4 5 6 7 8
A 00 00 01 01 10 10 11 11
C 10 01 11 00 11 00 10 01
G 01 10 00 11 00 11 01 10
T 11 11 10 10 01 01 00 00
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Table 2 Addition operation of DNA sequence

addition A G C T
A A G C T

G G C T A

C C T A G

T T A G C

Table 3 Subtraction operation of DNA sequence

subtraction A G C T
A A T C G

G G A T C

C C G A T

T T C G A
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Fig. 1 Block diagram for the image compression encryption algorithm
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Fig.2 Experimental result of encrypted algorithm
a—original image b—image of compression and encryption c¢—gray histo-

gram of original image d—gray histogram of compression and encryption
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Fig.3 Sensitivity analysis of incorrectly secret key
a—decryption map of key s, (1) =0.2000001
s3(1) =1.3000001 c—graph histogram of decryption map of key s, (1) =
0.2000001
1..3000001

b—-decryption map of key

d—graph histogram of decryption map of key s; (1) =

Fig.4 Decrypted image of noise attacks

a—decryption map of 20% salt and pepper noise b—decryption map of

Gaussian noise with mean variance 20
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Fig.5 Correlation analysis of adjacent pixels
a—the original image of adjacent pixels b—the encrypted image of adjacent

pixels
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Table 4  Sensitivity analysis of plain text and comparison

baboo image Expcr/ % Fyxa/ %
the proposed method 97.89 35.97
references [ 2 ] 88.99 30.21
references [ 4 ] 92.17 29.76
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