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Asymmetric optical image cryptosystem based on spherical wave illumination

DING Xiang-ling
( Department of Physics and Information Engineering, Huaihua College, Huaihua 418008, China)

Abstract: In order to overcome the known plaintext attack which the asymmetric optical image cryptosystem based on

phase-truncated Fourier transforms can not resist, an encryption method based on phase-truncated Fourier transforms was

proposed by employing the phase factor of the spherical wave under the spherical wave illumination. The theoretical analysis

and experiment results indicate that the proposed encryption method can maintain the asymmetric characteristic of the

cryptosystem and avoid various types of the currently existing attacks, especially the known plaintext attack, which the

asymmetric cryptosystem based on phase-truncated Fourier transforms can not resist. The results are helpful for the security

improvement of the asymmetric optical image cryptosystem based on phase-truncated Fourier transform.
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Fig. 1  Flowchart of the asymmetric cryptosystem based on spherical
wave illumination

a—encryption process b—decryption process



316 HS5H

TBE TR T O B R 579

iy A EAZ P S BEAUAR LA R, (e, y ) IR 7 A2 1Y
HOR—RET o prite, T DA R BR R A T
AR PR RARRE BEDLAH AL FE S R, (2, y) , IXAEAH
AAA 35 0 L5 1% fige 285, 38 BRAE A5 X 1A [m] 1 B
3, SR AN [] £18 3ok T 90 RS, DR R £ 1 2 R0 BH SO
i, AR AT A 5 1 — SR HUAR AL HE R X
iy N VEMRAEZS N BRI S, (oo, ) FIERI R, 58 18
23 () ) Gty , B :
Sa(x,y) = P(x,y) « S (x,y) (6)
SRIE XS A T pR S, () EAT AL
AR 4 FIRH O, AR TR AR A 2] -
G (u,v) = TL7[S, (x,5) ] (7)
R, AT T EARER T [) R A K T ¢ MR A3, I
=B AL R, (u,0) X5 I8 BE, FFFEAT—
YR AR L I 90 LA AR S AT 45 A , 75 21 e i 1) o
K4
P(x,y) = TH71G (u,0) « S, (u,0) -
Ry(u,v) ]} (8)
K, S, (u,v) W& LI (5) XA, R, (u,v) K
exp[jo(u,v) ] ,o(u,v) KRB L3 AMTE(0,2m) 1%
ST I BERLER R, (w,0) HERIBAR AR o [R]IN, A
fifp s R BT N S R b el e iR T PR R AR A
W, (x,y) = R{.7Z77[6G (u,v) +S,(u,v) -
Ry(u,v) ]} (9)
W,(u,v) = RIZ[S, (x,y) ] (10)
il B AR AN b R B3 S g (x,y) BT
L SRR B W, (o) XEHE U, 220 10 L
AR BT AR A 2] -
T Ty (x,y) = Wilw,p) 11 = 6 (u,v) (11)
XS G, (u, o) (R REH W, (u,0) X5 HIE
W , oo A B 0 AR e RAR (R T RS B R AR
FUrEYIE
TLZ 6 (u,w) - Wao(u,w) ]t = Plx,y) (12)
M) AN (12) AT AR ZS 5 A - i T ]
ARZME B AE L BB AT, TR i R P, 6 TR IE
A B 45 RO AT BRI S, (w,y) 5N %5 4H
R, (u,v) o [FWS, FEREAS I i A b, AR AUk 28
BRI D5 =, f PAT GO KT I RS , LR AT 44
W — LR B BT 7 48 5, T e %8 ook B 5 B L T PTET
ININ%EE ZR GE B i B e P — A H O, Sl A X T ]
F187 B S P A [) ) R T 5 Y ST (e ek B oA T 9 7
PR EH A ) PR RE kS N B S, SCRB IR
AEXIFR N 2R G0 i A W AR PR, 38 BB A 55 By

SR 3D S BE A5 2 AT L PR R
3 HENAESR

N T RUEDT R AT VR AT T ELSEE,
R PR 7 45 BT AR AT ) 4 R AT T LA, WA 2.
SEE SRR 600nm )2 3R BRI R MG

Y
%,
:
. .
)

Fig.2 Computer simulation results

a—original image b—encryption image of the PTFT-based asymmetric
cryptosystem c—decryption image of the PTFT-based asymmetric crypto-
system d—encryption image of the asymmetric cryptosystem based on
spherical wave illumination  e—decryption image of the asymmetric
cryptosystem based on spherical wave illumination f—no keys of the
PTFT-based asymmetric cryptosystem  g—arbitrary phase mask of the
PTFT-based asymmetric cryptosystem h—encryption keys of the PTFT-
based asymmetric cryptosystem i—no keys of the asymmetric cryptosys-
tem based on spherical wave illumination j—arbitrary phase mask of the
asymmetric cryptosystem based on spherical wave illumination k—en-
cryption keys of the asymmetric cryptosystem based on spherical wave illu-
mination l—chosen plaintext attack of the PTFT-based asymmetric cryp-
tosystem m—procession result of Fig. 2 n—chosen plaintext o—
chosen plaintext attack of the asymmetric cryptosystem based on spherical

wave illumination p—procession result of Fig. 20
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