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Binary image encryption using logic operations based on interferometer

DENG Xiao-peng ,WEN Wei
( Department of Physics and Information Engineering, University of Huaihua, Huaihua 418008, China)

Abstract: For encoding binary images, binary image encryption using logic operations based on interferometer was
presented to overcome the shortcomings of the previous binary image encryption. Firstly, a binary image which carries certain
information is chosen as encrypted image. Secondly, a key which is used for decrypting image is obtained using logical
relationship between them. Finally, the decrypted image is reconstructed with the principle of optical interference. Computer
simulation and optical experiment show that encryption is very convenient and decryption system is simple. Also, this method can

realize multi-authentication, so safety performance is very high.
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Eqexp(i8,) #1 E, = Eqexp(i6;) , & BOCHREE 7345 4 -

E=E, +E, =E,[ exp(i6,) +exp(i6,) ] (1)
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X, A0 AN 22, 2k B T WIR BRI AE 7 22 F1A T4
FiEEmEm s R 2Z, W)X UEH, 4
A0 T w BB, EE R B B KAH s T Y A0 %5
T WA BUER, HiRE B A/ IME 0,

MBS E, #1 E, 23 BIREWIEHRA 0w BA-H
PLAE B (B 2 1o P45 A DY B W 2 A, 0 225 R i T 4R
L XERAR K S AR o A R IR R S G IR
B K, T 24 7 s A5 o o AR 2 e B A 5 53 A A A
[, R S sk B/ ME 0, I 1 B,
HEREAE M AR B, 8 5 T v (8 T A B A8
B _HER.

oj [oJ—[1]
=l [o]—[o]
o] [z] —10]
=] [x]—[1]

Fig. 1 Result of interfering between two pixels
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filx,y) =e (x,y)r,(x,y) =explim[f(x,y) +
2r(x,y) It =explinf(x,y) ] (5)
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B F7E— B ot 72 i in 4 5 A BHR A AR 75 1Y)
R BN, RS2 2R BEAE A BLGE, A T #
X FER, CEFEE T — EE B —(EE
BAERIME G WER e(x,y) , SRR bk i 2 2R
REBHEFR d(x,y) o BEE R e(x,y) F f(x,y) ,
E_Fitj{ d(x,y);
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Table 1 Truth value table based on the principle of interferometer

(6)

e(x,y) d(x,y) dy (%,%) flx,y) S (xy)
0 0 0 D 4
0 0 1 1 0
0 1 0 1 D
1 0 0 1 0
1 1 0 D 4
1 0 1 0 4
0 1 1 0 4
1 1 1 1 0

MWL ATUE R R S e B2 C A e(x,
y),d, (o, y) Fl dy (2, y) AREE T HE AR E RGN
TR f(x,y) g7
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f=ed,d, +ed, d, +ed, d, +ed,d, (8)
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Fig. 2 Setup for decryption -~

T Ko LA ALTA R e(x,y) AR ERL d(x,
ESNEEEENERER L BiEE L, W
He-Ne #5628 & H #0084 3 1 28 ( beam expender,
BE) 1M H % 5% ( collimating lens , CL) K45 #E B A T
36, 5 B4 645 (beam splitters, BS) BS, 43 il A B%, —
PR AT M, fEASE N R(x,y) , 79—
EZ U TRk M, HE 5 3 ep(x,Y)dp(xay)J:,é'é L,
L, AU 4f REMBEER L, FWEHEE LS
SE KT8, A CCD #ie 1M T3 AR, Bt
ERE R R

TS E R B O , B9 2L X i 2 ]
Bz, LA 3 AR E], R sk 2 fim,
T x " RIRTEGRD B RGO T SRR L (2,y)
FRAEHD d, (2,y) WIBOL T R R ER f2 (x,y) R
ANTEBRD dy (%, y) 1 dy (x,y) IEBU T A5 15
ME2 A UE W, 3 T2, R DR RAAF L
T, BARE AR SR EMR 50% WIR R, A EH THR
M REAILEE , A2 5 1 LR AT SR O — R g A5 IR, IR
R H AL AR SRR B B —ART] , i 4b, QSR AER Al g5 26

Table 2 Contrast table of decrypted image
e(x,y) di(z,y) da(x,y) dy(xy) flayy) filzy) fulxy)

0 0 0 0 0 0 0
0 0 0 1 1 1 0
0 0 1 0 1 1 0( x)
0 | 0 0 1 0( x) 0 x)
1 0 0 0 1 ] 1
1 1 0 0 0 1(x) 1(x)
1 0 1 0 0 0 1( x)
0 1 1 0 0 1{ x) 0
0 1 0 1 0 1(x) 1(x)
0 0 1 1 0 1(x)
1 0 0 1 0 0
1 1 1 0 1 0( x) 1
0 1 1 1 1 0( x) 1
1 0 1 1 1 1 0( x)
1 1 0 1 1 0(x) 0(x)
1 1 1 1 0 1( %) 0
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2 HENHEMXELR

BT RHEZOr B AT R E AT T LA
PR R, RO —iE SRR BT A
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Fig.3 Simulation result

a—the original image f h—encrypted image E  c—decryption key d,

d—decryption key d, e—decrypted image f ' {—decrypted image without

d, g—decrypted image without d, h—blind decrypted image
SR LB AN 4a TR 7S (E] D I ) 4% ( spa-
tial light modulator,SLM) 2 2€ i BNS A H 4RI R
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70mm BB M58 4. CCD 12 Y 2023 x 1520,
RK-f 35 10. 0mm x 7. 48mm, M B AH T 678 & He-Ne
Wot#§. H He-Ne #0OL35 & B MEOLALY H 4 BE Al
WHBR CL IR EAM TG, Bl sk 68 BS, 5l
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Fig. 4 Setup and result of optical experiment

a—setup of optical experiment
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b—result of optical experiment
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