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Abstract .

transmission, an optical compression and encryption method of multiple-color images by using discrete wavelet transform in

In order to solve the problems of the 'ow cuality of image, the large amount of data and the slow rate of

Fresnel transform domain had been proposed in the process of encryption, the low-frequency components of each color image

were extracted by using the multilevel decompo.iticn characteristics of wavelet transform, and the low frequency components were
reorganized to triplet images (R, G and B),respectively. And the triplet images (R, G and B) were sequentially encrypted
through the diffraction encryption syst .1 in he Fresnel domain. After triplet images were further encrypted, the encryption of
multi-color images was realizei. Tac results show that, the method can not only reconstruct the original color image with high
quality, but also encrypt 4 volo~ images at the same time, which increases the capacity of the encrypted color image. The data
volume of the encryptio~ 15 = mriessed 1/4 after wavelet transform, which is beneficial to the transmission and storage of the

data. The algorithr. cuo ¢ti=c.ively compress and encrypt multiple-color images at the same time. It not only improves the quality

of the decrypted riage, put also has high key sensitivity and good robustness.
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Fig. 1 Schematic diagram of the proposed encryption scheme

a—encryption process b—decryption process
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Fig.2 Optical graph of 2-D wavelet transform
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Fig.3 Optical setup for the proposed optical security system
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Fig.4 Image encryption

a ~ d—the original color images of peppers, trees, lake and fruits respective-

ly e~ g—the encryption of R,G,B h—the encrypted color-image
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Fig.5 The decryption of images
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Fig. 6  Gray-level histograms and auto-correlation pictures before and after encryption

a—peppers b—trees c¢—lake d—fruits e—the color encrypted image

Table 1 C,, values of the decrypted images
C,, values peppers tress lake fruits
the proposal 0.9939 0.9960 0.9833 0.94
reference [ 18] 0.9411 0.8746 0.8512 0.8574
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Table 2 C,, values of the decrypted images after noise

decr pted color images
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Fig.9 The restored images after adding the salt-and-pepper noise
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Table 3 C,, values of the corresponding decrypted images after occlusion

salt-and-pepper C,, values of decrypted images

noise with different

occlusion of the C,, values of decrypted images

stand deviation pepper tress lake fruits encrypted image/ % pepper tress lake fruits
£E=0.8 0.9180 0.9592 0.9538 0.9424 25% 0.6525 0.7702 0.7606 0. 7082
k=1 0.9035 0. 9526 0. 9470 0.9345 50% 0.3943 0.5383 0.5137 0.4685
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Fig. 10 Robustness against occlusion attack

a—50% occlusion of the encrypted data b ~ e—the corresponding recov-

ered images from Fig. 10a  {—25% occlusion of the encrypted data g~

j—the corresponding recovered images from Fig. 10f
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