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Characteristic analysis of encryption and decryption in
random polarization optical encryption algorithm
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(1. Ordnance Engineering College, Shijiazhuang 050003, China; 2. Unit 78336, Chinese People’ s Liberation Army, Kun-
ming 650211, China)

Abstract: To demonstrate the function of random polarization mask in an optical encryption system, the influence of
parameters in random polarization mask on encryption effect and decryption error in double random polarization optical
encoding system was analyzed by means of theoretical analysis and numerical simulation. The different effects of random
phase encoding algorithm and random polarization encoding algorithm on encryption effect and decryption error were
compared and presented . The results indicate that a satisfying white-noise liked encrypted image can be obtained when
using random phase mask or random polarization mask. But a larger key space is observed with random polarization mask
due to its two structured parameters. From decryption point of view, the key sensitivities are different among the different
parameters in random polarization mask or random phase mask. The random polarization encoding algorithm has the
favorable feasibility for practical application. The results are significant not only for the understanding on the intrinsic of
random phase and polarization optical encoding system but also for the design of optical encryption system with high security
level.
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Fig. 1  Schematic diagram for double random polarization encoding system
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Fig.2 Phase and Fourier transform spectrum amplitude distribution di-
agrams for p,
a—vphase distribution histogram for p;  b—2-D amplitude dis-
tribution of Fourier transform spectrum for p;  ¢—3-D ampli-

tude distribution of Fourier transform spectrum for p,
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Fig.3 Phase and Fourier transform spectrum amplitude distribution di-
agrams for p,
a—vphase distribution histogram for p, b—2-D amplitude dis-
tribution of Fourier transform spectrum for p, ¢—3-D ampli-

tude distribution of Fourier transform spectrum for p,
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Fig.4 Phase and Fourier transform spectrum amplitude distribution di-
agrams for p,
a—vphase distribution histogram for p;  b—2-D amplitude dis-
tribution of Fourier transform spectrum for p;  ¢—3-D ampli-

tude distribution of Fourier transform spectrum for p,
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Fig.5 Phase and Fourier transform spectrum amplitude distribution di-
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Fig. 6 Numerical simulation results of encryption and decryption with
DRPOLE algorithm

a—original image b—encrypted image c—decrypted image

Fig.7 Numerical simulation results of encryption and decryption with
DRPE algorithm

a—original image b—encrypted image c—decrypted image
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Fig. 10 Decrypted images when 6 is wrong

a—error percentage is 39.06% , C =0.7050 b—error percentage is
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Fig. 11 Decrypted images when A and @ are both wrong

a—error percentage i1s 39. 06% , C =0.4219 b—error percentage is
48.35% , €C=0.3099 c—error percentage is 95.38% , C =0.0104
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Fig. 12 Decrypted images when b is wrong
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